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Working in cybersecurity today is really difficult

$4.24m*
GLOBAL AVERAGE TOTAL

COST OF A DATA BREACH

Cybersecurity is complex

287 Days*
AVERAGE NUMBER TO

IDENTIFY AND CONTAIN A

DATA BREACH

*Ponemon Institute 2022

**Statista, Nov. 2021

CONSTANT CHANGE IN:

❑ the threat landscape

❑ legislations, government policies and regulatory 

requirements

❑ cyber-attack methods

SHORTAGE OF EXPERTISE:

Difficult to obtain the right security skills due to the general 

shortage in the market

Considerable consequences



Cybersecurity is complex and open to interpretation

enabler, 
not stopper

“adequate”
safeguards

“appropriate”
security 
measures

“risk
-based”

“business 
-oriented”

relevant
threats

“defendable”
security

“reasonable”
security 



Customers and regulators are asking how 

are you doing security today, is your 

cybersecurity good enough? 

2022 CLOUD SECURITY REPORT. Cybersecurity Insiders



We treat cybersecurity as a 

science

▪ Cybersecurity is complex. It is 

intangible, but carries very real-world 

consequences.

▪ Bringing structure to the intangible, 

we solve the real-world cybersecurity 

challenges our clients are actually 

facing today, and expect to face 

tomorrow.

▪ We offer clear answers and pathways 

to complex security challenges.



Dealing with the complexity –

using mnemonic Enterprise 

Security Architecture (mESA) 

framework





Problem #1

Choosing 

controls



There exist a myriad of different best practices, standards, 

industry specific guidelines and legislation for cyber security

Best practices Standards Legislation

Sikkerhetsloven

General Data Protection 

Regulation (GDPR)

Kraftberedskapsforskriften

Normen¹

Note 1: Normen – Norm for informasjonssikkerhet og personvern i helse- og omsorgssektoren

Note 2: Lov om elektroniske tillitstjenester og Forskrift om selvdeklarasjon av ordninger for eID

eIDAS²



All frameworks have some form of logical structure that can 

be broken down where many refer to each other



Control

mESA – Control layer 

Control objectives

Controls measures











Problem #2

Mitigating risk



“Risk-based approach”, what does it mean in practice?

… take appropriate and proportionate

technical and organisational measures to

manage the risks posed to the security of

network and information systems which they

use in their operations. Having regard to the

state of the art, those measures shall ensure a

level of security of network and information

systems appropriate to the risk posed.

Network and information security (NIS) directive

Article 14.1

2022 Measuring Risk and Risk Governance report.

Cloud Security Alliance

Key Finding 4 - Monitoring, measuring, and 

reporting risk is difficult



Risk

Control

mESA - Risk layer

Threat events

Threat actors

Adversary techniques









Problem #3

Supporting the 

business



“Business-oriented”, how security can support the business? 

?
Hola ha det



Business

Risk

Control

mESA – Business layer

Business objectives

Business drivers for security

Attributes







Problem #4

Effectively 

using your 

capabilities



Many vendors, many technologies. How to maintain a proper 

portfolio with limited resources ?



Business

Risk

Control

Capability

mESA – Capability layer

Services

Technologies

Vendors







Final problem

Optimizing your 

security 

investment
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Putting it all together; using the traceability concept
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Risk

Control

Capability

RANSOMWARE
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▪ mESA is a unique way for companies to 
make informed business-driven decisions 
when making security investment. 

▪ Using mESA will enable you to organize 
the complexity of cybersecurity, knowing 
that all your investment are pulling in the 
same direction. 

Dealing with the complexity –

using mnemonic Enterprise 

Security Architecture (mESA) 

framework

Thank you!

• For more information visit

https://www.mnemonic.io/solutions/enterprise-

security-architecture/

• And see the mnemonic webinar

Enterprise Security Architecture; optimise your 

security investments

• alonso@mnemonic.no

https://www.mnemonic.io/solutions/enterprise-security-architecture/
https://www.youtube.com/watch?v=_l6olHwfMcQ&t=2s
mailto:alonso@mnemonic.no

